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Why a ESRF data Policy?

● Data is the raw material of science and is our main product 



Why an ESRF data Policy?

Data needs to be properly managed to allow:
● Verification
● Linking to publications
● Re-analysis
● New research
● Preservation of unique data sets



Data Policy General Principles
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● Automatic capture of data and metadata

● ESRF is the keeper (custodian) of the raw data and associated metadata

● Raw data and metadata will be selected, organized and look after
 in well-defined formats (curation)

● Raw data and metadata will be READ-ONLY for the duration of their life time

● Proprietary research (commercial) will be owned exclusively by the client who purchased the 
access and it is not covered by the data policy

● Restricted to the experimental team during the a period of 3 years (EMBARGO)

● Access to raw data and associated metadata is foreseen to be via a searchable online 
catalogue (ICAT)

  



● After the embargo the data will be released under the license CC-By-4

Data Policy



Data Policy

Implementation



Implementation Overview 

ISPyB
ESRF paleontological DB

TomoDB

● Raw Data
○ Data are deleted from disk after 50 days
○ Full backups are kept for 2 years
○ No data management plan
○ No persistent identifiers

● Metadata
○ Not collected systematically
○ No online metadata catalogue for all beamlines
○ Experiment report is not public

Previous Situation



Implementation Overview

● Management of data was done by beamline or group
● No common strategy
● Different implementations of applications to manage 

data
● No archive
● Data was removed from disk after 50 days
● Data was backed up for 2 years

ISPyB
ESRF paleontological DB

TomoDB

● A common implementation
● A common strategy for all beamlines
● Data and metadata storage is centralized
● Archive system
● Unique Persistent Identifier
● Same UI
● Based on a EU collaborative project

Current Situation Data Policy Implementation



Architecture https://icat.esrf.fr
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ICAT and HDF5

Metadata Manager
Tango Control Device

HDF5 Master File
Nexus convention

Ingester
Written in JAVA

File containing 
RAW DATA

File containing 
RESULTS
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SEND

WRITES

SEND SEND

ICAT 4.3
TOPCAT 1.1



HDF5 + Nexus + ICAT https://icat.esrf.fr

ICAT



ICAT

● ICAT was chosen for its generic data model which captures the scientific experiment

● ICAT not invented here (ESRF)

● ICAT community is collaborating to address all steps of data management

  



ICAT

● ICAT is an open source metadata management system designed for large facilities

  



NeXus Implementation@ESRF



HDF5 + Nexus + ICAT https://icat.esrf.fr

● HDF5 as a mirror of ICAT on the local beamline file system
● Following the NEXUS convention



HDF5 + Nexus + ICAT https://icat.esrf.fr



HDF5 + Nexus + ICAT https://icat.esrf.fr



TopCAT
ICAT Web User Interface



TopCAT



TopCAT



TopCAT



 

DOI





  

GDPR
General Data Protection Regulation



GENERAL DATA PROTECTION REGULATION 
(GDPR)

26/07/2013
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NEW EUROPEAN REFERENCE TEXT CONCERNING PERSONAL DATA PROTECTION.

STRENGTHENS AND UNIFY THE PROTECTION OF PERSONAL DATA FOR CITIZENS WITHIN THE EUROPEAN UNION. 

ADOPTED ON APRIL 27TH 2016 AND WILL APPLY TO ALL COMPANIES MANAGING PERSONAL DATA OF PEOPLE 

RESIDING ON THE EUROPEAN CONTINENT FROM MAY 25TH 2018.

➢ INVOLVES A REVISION OF PERSONAL DATA PROCESSING. 

➢ INTRODUCES NEW SANCTIONS BASED ON A PERCENTAGE OF THE GLOBAL ANNUAL TURNOVER OR BUDGET

 (UP TO 4% OR 20M€).

May 4th 2016, official texts of the 
Regulation and the Directive 
published in the EU Official 
Journal 

2 years to be 
compliant

Regulation 
applies from May 

25th 2018.

Family GDPR 
Requirements Definition Question Example

Information INFORM THE PERSONS CONCERNED ABOUT THE USE OF THEIR PERSONAL DATA
IS THERE A PROCEDURE TO PREVENT CUSTOMERS, PROSPECTS, EMPLOYEES FROM 
USING THEIR PERSONAL DATA? CUSTOMERS ARE NOT NOTIFIED OF THE USE OF THEIR DATA

Consent OBTAIN THE EXPLICIT CONSENT OF THE PERSONS CONCERNED BY THE USE OF THEIR 
PERSONAL DATA

HOW IS CONSENT OBTAINED? I ACCEPT TO RECEIVE THE NEWSLETTER: THE BOX IS NOT CHECKED (CHOICE OF 
THE CUSTOMER)

Purposes of the 
processing FOR ANY TREATMENT THE FINALITY OF THE TREATMENT MUST BE EXPLICIT. WHAT IS THE PURPOSE OF THE APPLICATION)? I DO NOT USE THE DATA COLLECTED ON THE CONTACT FORM OF THE SITE TO 

SEND THE NEWSLETTER

Data minimization USE DATA STRICTLY NECESSARY FOR EACH TREATMENT WHAT INFORMATION DO YOU NEED FOR PROPER TREATMENT? I MAKE SURE THAT I DO NOT USE ALL THE CUSTOMER DATA FOR EXAMPLE: NAME, 
FIRST NAME, ADDRESS, SUCH AS IF I ONLY NEED THE FIRST NAME

Quality ENSURE THE GOOD QUALITY OF  PERSONAL DATA
HOW DO YOU ENSURE THAT PERSONAL DATA ARE OF THE HIGHEST QUALITY? 
MODALITIES, ACTORS, FREQUENCY? I UPDATE THE PHONE NUMBER AND E-MAIL ADDRESS OF THE CUSTOMER

Right to access ALLOW PEOPLE TO ACCESS THEIR PERSONAL DATA DO YOU ALLOW INDIVIDUALS TO ACCESS THEIR PERSONAL DATA? THE CUSTOMER ACCESSES HIS PERSONAL DATA ON HIS DEDICATED CUSTOMER 
AREA.

Right to object TO ALLOW THE PERSON CONCERNED TO OPPOSE AT ANY TIME THE PROCESSING OF HIS / HER 
PERSONAL DATA

DO YOU ALLOW PEOPLE TO OPPOSE PROCESSING ON THEIR PERSONA DATA ? FOLLOWING THE CUSTOMER'S REQUEST TO STOP RECEIVING THE NEWSLETTER, THE 
CUSTOMER NO LONGER RECEIVES THE NEWSLETTER

Storage limitation ENSURE THAT THE PERSONAL DATA CAN ONLY BE RETAINED FOR A PERIOD NOT EXCEEDING 
THAT NECESSARY FOR THE PURPOSES FOR WHICH THEY ARE COLLECTED AND PROCESSED

ARE THERE PROCEDURES FOR MANAGING THE SHELF-LIFE OF PERSONAL DATA ? I ENSURE THAT THE CV (PAPER AND DIGITAL) OF THE NON-HIRED CANDIDATES ARE 
DELETED BEYOND 2 YEARS (LEGAL DEADLINE)

Right to erasure 
« Right to be 
forgotten « 

ALLOW TO DELETE PERSONAL DATA FROM ALL APPLICATIONS IS THERE A PROCEDURE TO TAKE INTO ACCOUNT THE RIGHT TO BE FORGOTTEN? FOLLOWING THE CLIENT'S REQUEST TO ERASE ALL HIS DATA, I MAKE SURE THAT 
THE CUSTOMER'S DATA IS DELETED ON ALL MEDIA.

Data portability THE RIGHT TO RETRIEVE PART OF THEIR DATA IN AN OPEN AND MACHINE-READABLE FORMAT. IS THERE A PROCEDURE FOR REQUESTING THE RECOVERY OF PERSONAL DATA? AN EMPLOYEE WISHES TO OBTAIN ALL OF HIS PERSONAL DATA ON AN OPEN 
FORMAT



Implementation of the ESRF Data Policy

● Metadata Collection  
○ Automatic capture of data and metadata

● Data archiving            
○ Long term archiving in tape library during 10 years

● Raw Data in HDF5     
○ HDF5 used as primary format for raw data

● Open access of data
○ Persistent identifier (DOI) associated to data from 

peer review proposals and open access data after an 
embargo period of 3 years

Data Download Service:
https://icat.esrf.fr

Data Analysis Service:
COMING SOON

Keep update on status: 
https://ww.esrf.fr/datapolicy

Current Status

● Data policy already implemented on 11 beamlines, 7 in progress and 12 planned for 2018 

https://icat.esrf.fr
https://ww.esrf.fr/datapolicy


Status(http://www.esrf.fr/datapolicy)



  

PANOSC
Photon and Neutron Open Science Cloud proposal for 

H2020 call INFRAEOSC-04-2018

Connecting ESFRI infrastructures through Cluster projects



Conclusions

• PaNOSC is an opportunity for all partners to harmonise their data 
policies, provide data services and help user learn and adopt modern 
FAIR data management principles 

• PaNOSC is an opportunity to integrate the PaNOSC partners with the 
European Open Science Cloud and e-infrastructure platforms i.e. EGI

• PaNOSC addresses fundamental issues around data and providing 
data services 

• PanOSC aims to make the platform for FAIR Data as a Service real !



Goals

• Generalise the adoption of FAIR Open Data 
principles, federated data catalogsData Stewardship

• Integrate in EOSC and OpenAire meta-catalog, AAI, 
data transfer + analysis servicesEOSC

• Develop services for Data Analysis, Modelling and 
Simulation accessible locally and on EOSCData Services

• Train users how to write DMPs, improve metadata, 
use DOIs for data, get credit for their dataUser Training



Partners
ESRF – 

coordinator 
(photon)

ILL 
(neutron)

XFEL 
(photon)

ESS 
(neutron)

ELI 
(photon)

CERIC-ERIC 
(photon 

+neutron)

EGI
(e-infra)



Overview



WP4 = Data Analysis Services

Goal: provide data analysis services for analyzing data available in data catalogs on the partner sites, EOSC 
platforms and/or public or commercial clouds

T4.1 Harmonise technology, support, workflows between partners

T4.2 Prepare technological platforms for DAAS

T4.3 Harmonise access portals between partners and with EOSC

T4.4 Deploy Jupyter based cloud services

T4.5 Package applications for easy deployment

T4.6 Document use cases, including Jupyter notebooks



Data Policy

THANKS


